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Algorithms Everywhere

Pew Research, 2017

https://www.pewresearch.org/internet/2017/02/08/code-dependent-pros-and-cons-of-the-algorithm-age/


Algorithms Everywhere
“Replacing human intelligence with machine intelligence 
creates problems. The are many mysteries in our world, 
but this is not one of them them. 

Understanding the ramifications of AI and how we choose 
to solve the problems it creates, will affect the bedrock of 
our civilization.”

—JEFF JOCKISCH



The Bad Side
● Chatbot Recommends Suicide: A medical chatbot 

using GPT-3 recommended a test patient kill himself.
● Predictive analytics based on algorithms tend to 

punish the poor.
● Facebook’s News Feed algorithm has been abused and  

sucks in general, promoting much fake news.
● Sentancting: Algos predicting recidivism have been 

found to be racially biased.
Images from ProPublica

https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing


AI Risks
● Bias. Likely to arise through inherent prejudices that may be present within the training data.  
● Data Usage. Variety of different risks. From a privacy perspective, this includes how 

personal data is used in practice within AI models.

● Statistical Accuracy. Accuracy of personal data and the performance of a model. 

Most important if a model has a high-risk input or implication for an individual. 

● Opacity. There should be a degree of information provided about the data and what the AI 

means in practice. 

● Oversight. Accountability and how can you, as an organization, demonstrate that all the 

other regulatory risks have been mitigated.



Let’s Create an Algorithm
● Hire Top Performers

○ Grab the data on Top Performers. Thousands of employees

○ Feed it to the machine learning algorithm. Let it tell us who we should 
hire

● Results
○ In 2018, Amazon had to scrapped a recruiting algorithm they developed. 

It only wanted to hire men because the training data was about men 
succeeding. Algorithms are bl. 



Definitions
● Algorithm: a process or set of rules to be followed in 

calculations or other problem-solving operations, 
especially by a computer.
○ Input specified. Output specified. Definiteness. Effectiveness. Finiteness.

● AI: intelligence demonstrated by machines
○ the ability of a computer or a robot controlled by a computer to do tasks that 

are usually done by humans because they require human intelligence and 
discernment



Three Types of AI
● Artificial Superintelligence (ASI)

more capable than a human - SkyNet
● General/Strong AI (AGI) 

AI’s goal is to develop artificial intelligence to the point where the machine's 
intellectual capability is functionally equal to a human's. The Turing Test has 
been interpreted as a way to define intelligence, that is, if one cannot tell a 
computer from a human being then it is intelligent.

● Narrow/Weak AI (ANI)
has a narrow range of abilities

FOCUS HERE



Algorithms
Artificial 

Intelligence
Machine
Learning

Deep
Learning

A Crude Hierarchy



INPUT OUTPUT

Black BoX of AI



DARPA Explainable Artificial Intelligence (XAI) 2016

https://www.darpa.mil/attachments/XAIIndustryDay_Final.pptx


Hot Dog / Not Hot Dog



Hot Dogs? Or Legs on a Lounger?



Intro SUMMARY
● Algorithms are everywhere. They do good and bad.
● Algorithms and AI are different, but people use the 

terms interchangeably
● AI/ML has a blackbox problem
● The lack of Explainability in AI/ML is going to give 

us problems when we try to regulate. 



LANDSCAPE
AI Explosion: 
The global artificial intelligence market size was 
valued at USD 39.9 billion in 2019 and is expected to 
grow at a compound annual growth rate (CAGR) of 
42.2% from 2020 to 2027



LANDSCAPE
Disfold, Top 10 AI Startups, 2020

https://disfold.com/top-ai-startups/
https://disfold.com/top-ai-startups/


Mario Kreen, 2020

https://twitter.com/MarioKrenn6240/status/1314622995139264517


State of AI-based FDA-approved medical devices by Benjamens, Dhunnoo & Meskó 

https://www.nature.com/articles/s41746-020-00324-0
https://www.nature.com/articles/s41746-020-00324-0


TopBots, 2020

https://qjjnh3a9hpo1nukrg1fwoh71-wpengine.netdna-ssl.com/wp-content/uploads/2020/09/Enterprise-AI-landscape-2020-updated.pdf
https://www.topbots.com/enterprise-ai-companies-2020/


TopBots, 2020

https://hackernoon.com/israels-artificial-intelligence-landscape-2018-83cdd4f04281
https://www.topbots.com/enterprise-ai-companies-2020/


https://www.outsellinc.com/product/artificial-intelligence-in-legal-tech/


Data accuracy can suck.

● Does it get your sex right? 42.5%

● Age tier is incorrect 77% of the time.

● Tags are correct 80% of the time, but that’s likely because 

many are broad like “Cooking” or “Sports”

Buying Consumer Data? Tread Carefully - Tucker and Neumann, HBR, 2020
https://hbr.org/2020/05/buying-consumer-data-tread-carefully

https://hbr.org/2020/05/buying-consumer-data-tread-carefully


REGULATION: Why Now?
● A Race to Regulate AI
● Value in Defining Standards

● The Speed of Change Problem



REGULATION  1 of 2

● Facial Recognition
More than a dozen US cities have banned government use of face recognition.
Also banned in Belgium, Luxembourg, Morocco

● GDPR
Restricts controllers from making solely automated decisions, including those based on profiling, that 
have a legal or similarly significant effect on individuals: Article 22(1)

● United States
Congress has proposed a few bills to regulate AI. None went far.
NYC passed a law in 2017 setting up a Task Force - to failed to do much of anything
NYC talking about Regulating Algorithms Used in Hiring
March 2021: U.S. Banking Regulators sent out a “Request for Information”
FTC Statement: “The FTC Act prohibits unfair or deceptive practices. That would include the sale or use 
of – for example – racially biased algorithms.”



REGULATION  2 of 2

● China’s revised PIPL
The law pending changes address AI in several section, including:

○ Rights for transparency in ADM (Art 25),

○ Limitations on facial recognition except for “public safety” (Art 27)

○ Risk assessments for ADM (Art 55)

○ DPA responsibilities (Art 61)

● Proposed EU Regulation: Artificial Intelligence Act
We will cover this in detail.



EU AI Act
● Proposed, still has to be approved at a couple levels
● Risk-based Approach with Four Levels:

○ Unacceptable risk
○ High-risk
○ Limited risk
○ Minimal risk



Prohibited Uses: EU AI Act

Can’t use subliminal techniques 
to materially distort behaviors 
and (likely) cause harm

Can’t exploit vulnerabilities 
and (likely) cause harm 

Can’t use real-time remote 
biometric identification systems 
in public spaces for law 
enforcement purposes

Public authorities can’t use 
social scoring (or have other 
do it on their behalf)

Steptoe & Johnson Summary, EU AI Act Proposal 

https://www.steptoeinternationalcomplianceblog.com/files/2021/05/AI_Infographic-1.pdf
https://ec.europa.eu/newsroom/dae/items/709090


High-Risk Systems: EU AI Act

Transport

Medical devices

Radio equipment

Safety equipment

Machinery

Biometric ID, categorization of natural persons

Management of critical infrastructure

Education and vocational training

Employment

Access to essential private/public services

Administration of justice

!!  Lists updated by the EU Commission 
through delegated acts.

Steptoe & Johnson Summary, EU AI Act Proposal 

A B

https://www.steptoeinternationalcomplianceblog.com/files/2021/05/AI_Infographic-1.pdf
https://ec.europa.eu/newsroom/dae/items/709090


Conformity Assessments  1 of 2

Steptoe & Johnson Summary, EU AI Act Proposal 

https://www.steptoeinternationalcomplianceblog.com/files/2021/05/AI_Infographic-1.pdf
https://ec.europa.eu/newsroom/dae/items/709090


Conformity Assessment  2 of 2

Steptoe & Johnson Summary, EU AI Act Proposal 

https://www.steptoeinternationalcomplianceblog.com/files/2021/05/AI_Infographic-1.pdf
https://ec.europa.eu/newsroom/dae/items/709090


EU ARTIFICIAL INTELLIGENCE ACT  1 of 2

● Extraterritorial Scope
The Regulation seeks to apply to providers and users (even if based outside the EU) that place AI systems on the 
market or put them into service in the EU and to providers and users of AI systems where the output produced by the 
system is used in the EU

● Principle of Accountability
Amongst others, providers need to put in place a quality management system that ensures compliance with the 
Regulation and is documented through written policies and procedures and technical documentation

● EU Representative
Obligation for providers based outside the EU to appoint an authorized representative when an importer cannot be 
identified

Steptoe & Johnson Summary, EU AI Act Proposal 

https://www.steptoeinternationalcomplianceblog.com/files/2021/05/AI_Infographic-1.pdf
https://ec.europa.eu/newsroom/dae/items/709090


EU ARTIFICIAL INTELLIGENCE ACT 2 of 2

● Incident Notifications
Ex-post obligations include the requirement to put in place a monitoring system and to notify the competent 
authorities in case of serious incidents or malfunctions in the systems within 15 days after they become aware of the 
breach

● Enforcement
Empowered national supervisory authorities and a European Artificial Intelligence Board to supervise the consistent 
application of the Regulation and issue interpretative guidance

● High-Fines
That can go up to 30 million or 6% of the total worldwide annual turnover of the preceding financial year

Steptoe & Johnson Summary, EU AI Act Proposal 

https://www.steptoeinternationalcomplianceblog.com/files/2021/05/AI_Infographic-1.pdf
https://ec.europa.eu/newsroom/dae/items/709090


BKC STUDY: PRINCIPLED AI
● Privacy
● Accountability
● Transparency & Explainability
● Fairness & Non-discrimination
● Human Control of Technology
● Professional Responsibility
● Promotion of Human Values



https://wilkins.law.harvard.edu/misc/PrincipledAI_DocumentTimeline.jpg


https://wilkins.law.harvard.edu/misc/PrincipledAI_FinalGraphic.jpg


BKC STUDY: PRINCIPLED AI :: Privacy
● Control over Data
● Consent
● Privacy by Design
● Ability to Restrict Processing
● Right to Rectify
● Right to Erasure



BKC STUDY: PRINCIPLED AI :: ACCOUNTABILITY
● Monitoring Body
● Impact Assessments
● Eval & Audit Requirements
● Verification & Replicability
● Liability & Legal Responsibility
● Environmental Responsibility

● Remedy for Automated 
Decisions

● Ability to Appeal



BKC STUDY: PRINCIPLED AI :: Safe/Secure
● Safety & Reliability
● Predictability
● Security by Design



BKC STUDY: PRINCIPLED AI :: TRANS/EXPLAIN
● Open Source Data, Algos
● Notification when interacting
● Notification upon AI decision
● Regular reporting reqs
● Right to Information
● Open Procurement



BKC STUDY: PRINCIPLED AI :: 
FAIR/NON-DISCRIM● Prevention of Bias
● Inclusiveness in Design
● Inclusiveness in Impact
● Representative & High-Quality Data
● Equality



BKC STUDY: PRINCIPLED AI :: Human control
●  Human Review of Automated Decisions

○ - Human in the Loop
● Ability to opt out of Automated Decisions



BKC STUDY: PRINCIPLED AI :: Pro Respons.
● Multistakeholder Collaboration
● Responsible Design
● Consideration of Long-term Effects
● Accuracy
● Scientific Integrity



BKC STUDY: PRINCIPLED AI :: Human values
● Leveraged to Benefit Society
● Human Flourishing
● Access to Technology



HOPE FOR THE FUTURE
● More Registration, Ontology of AI

● More Certifications: Ethical AI, Results  

● Future: Breaking down the Black Boxes

DARPA Explainable Artificial Intelligence (XAI)

https://www.darpa.mil/program/explainable-artificial-intelligence
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