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https://www.pewresearch.org/internet/2017/02/08/code-dependent-pros-and-cons-of-the-algorithm-age/

g Algorithms Everywhere

“Replacing human intelligence with machine intelligence
creates problems. The are many mysteries in our world,
but this is not one of them them.

Understanding the ramifications of Al and how we choose
to solve the problems it creates, will affect the bedrock of

our civilization.”
—JEFF JOCKISCH



“S="=DEFINITIONS

e Algorithm: a process or set of rules to be followed in
calculations or other problem-solving operations,

especially by a computer.
o Input specified. Output specified. Definiteness. Effectiveness. Finiteness.

e Al: intelligence demonstrated by machines

o the ability of a computer or a robot controlled by a computer to do tasks that

are usually done by humans because they require human intelligence and
discernment



“O*""THREE TYPES OF Al

e Artificial Superintelligence (ASI)

more capable than a human - SkyNet

e General/Strong Al (AGI)

Al's goal is to develop artificial intelligence to the point where the machine’s
intellectual capability is functionally equal to a human's. The Turing Test has
been interpreted as a way to define intelligence, that is, if one cannot tell a

computer from a human being then it is intelligent
e Narrow/Weak Al (ANI) M

has a narrow range of abilities




® A Crude Hierarchy

Deep Algorithms

Learning




BLACK BOX OF Al
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DARPA Explainable Attificial Intelligence (XAl) 2016



https://www.darpa.mil/attachments/XAIIndustryDay_Final.pptx
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S=SUMMARY

e Algorithms are everywhere. They do good and bad.

e Algorithms and Al are different, but people use the
terms interchangeably

e Al/ML has a blackbox problem

e The lack of Explainability in Al/ML is going to give
us problems when we try to regulate.




sREGULATION: WHY NOW?
e A Race to Regulate Al
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ZREGULATION o

e Facial Recognition

More than a dozen US cities have banned government use of face recognition.
Also banned in Belgium, Luxembourg, Morocco

e GDPR

Restricts controllers from making solely automated decisions, including those based on profiling, that
have a legal or similarly significant effect on individuals: Article 22(1)

e United States

Congress has proposed a few bills to regulate Al. None went far.

NYC passed a law in 2017 setting up a Task Force - to failed to do much of anything

NYC talking about Regulating Algorithms Used in Hiring

March 2021: U.S. Banking Regulators sent out a “Request for Information”

FTC Statement: “The FTC Act prohibits unfair or deceptive practices. That would include the sale or use
of - for example - racially biased algorithms.”



SREGULATION o

e (China's revised PIPL

The law pending changes address Al in several section, including:

O Rights for transparency in ADM (Art 25),

O  Limitations on facial recognition except for “public safety” (Art 27)
O Risk assessments for ADM (Art 55)

O DPA responsibilities (Art 61)

e Proposed EU Regulation: Artificial Intelligence Act

We will cover this in detail.



gy Al Act

e Proposed, still has to be approved at a couple levels
e Risk-based Approach with Four Levels:

o Unacceptable risk

o High-risk

o Limited risk

o Minimal risk



€  Prohibited Uses: EU Al Act

Can’t use subliminal techniques Can’t exploit vulnerabilities
‘ to materially distort behaviors ‘ and (likely) cause harm
and (likely) cause harm

Can’t use real-time remote Public authorities can’t use

‘ biometric identification systems ‘ social scoring (or have other
in public spaces for law do it on their behalf)
enforcement purposes

Steptoe & Johnson Summary, EU Al Act Proposal



https://www.steptoeinternationalcomplianceblog.com/files/2021/05/AI_Infographic-1.pdf
https://ec.europa.eu/newsroom/dae/items/709090

€ High-Risk Systems: EU Al Act

‘ Transport ‘ Biometric ID, categorization of natural persons

Medical devices
Radio equipment
Safety equipment
Machinery

Il Lists updated by the EU Commission
through delegated acts.

Steptoe & Johnson Summary, EU Al Act Proposal

Management of critical infrastructure
Education and vocational training
Employment

Access to essential private/public services

Administration of justice


https://www.steptoeinternationalcomplianceblog.com/files/2021/05/AI_Infographic-1.pdf
https://ec.europa.eu/newsroom/dae/items/709090

Conformity Assessments i

Transparency obligations -
including mandatory information to
be provided in users’ instructions

Use of high-quality
datasets for training

Logging of activities to
and testing the system Ve

ensure traceability of results

Robustness, accuracy, and
cybersecurity requirements
that should apply throughout
the lifecycle

Risk management

Steptoe & Johnson Summary, EU Al Act Proposal

Human oversight — appropriate
human-machine interface tools
for natural persons to prevent
or minimize risks

Documentation
requirements


https://www.steptoeinternationalcomplianceblog.com/files/2021/05/AI_Infographic-1.pdf
https://ec.europa.eu/newsroom/dae/items/709090

‘ Conformity Assessment 2.2

What's the process?

© »»»mmm»m» @ »mmm» G »mmmH™» @)

Conformity EU declaration Registration in Al System put
assessment of conformity + an EU database on the market
C € marking / in service

Steptoe & Johnson Summary, EU Al Act Proposal



https://www.steptoeinternationalcomplianceblog.com/files/2021/05/AI_Infographic-1.pdf
https://ec.europa.eu/newsroom/dae/items/709090

hl ARTIFICIAL INTELLIGENCE ACT 102

® [xtraterritorial Scope

The Regulation seeks to apply to providers and users (even if based outside the EU) that place Al systems on the
market or put them into service in the EU and to providers and users of Al systems where the output produced by the
system is used in the EU

® Principle of Accountability

Amongst others, providers need to put in place a quality management system that ensures compliance with the
Regulation and is documented through written policies and procedures and technical documentation

e [U Representative

Obligation for providers based outside the EU to appoint an authorized representative when an importer cannot be
identified

Steptoe & Johnson Summary, EU Al Act Proposal



https://www.steptoeinternationalcomplianceblog.com/files/2021/05/AI_Infographic-1.pdf
https://ec.europa.eu/newsroom/dae/items/709090

hl ARTIFICIAL INTELLIGENCE ACT 2c¢-

® Incident Notifications

Ex-post obligations include the requirement to put in place a monitoring system and to notify the competent
authorities in case of serious incidents or malfunctions in the systems within 15 days after they become aware of the

breach

® [Enforcement

Empowered national supervisory authorities and a European Artificial Intelligence Board to supervise the consistent
application of the Regulation and issue interpretative guidance

e High-Fines

That can go up to 30 million or 6% of the total worldwide annual turnover of the preceding financial year

Steptoe & Johnson Summary, EU Al Act Proposal



https://www.steptoeinternationalcomplianceblog.com/files/2021/05/AI_Infographic-1.pdf
https://ec.europa.eu/newsroom/dae/items/709090

@==HOPE FOR THE FUTURE

e More Registration, Ontology of Al

e More Certifications: Ethical Al, Results

® future: Breaking down the Black Boxes

XAl |
New
Training Machine | | Explainable | Explanation
Data Learning Model Interface
Process

DARPA Explainable Artificial Intelligence (XAl)

Task

User

* | understand why

* | understand why not

* | know when you succeed
* | know when you fail

* | know when to trust you

* | know why you erred



https://www.darpa.mil/program/explainable-artificial-intelligence
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